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1. Introduction
1.1. Objective

Given the lack of knowledge on lipodystrophies, the medical and social responsibility for the persons affected by it
calls for the monitoring of the progression over long periods of time.

Sensible clinical and basic research into rare diseases such as lipodystrophy is only possible in multi-location net-
works with sufficient case numbers. Also, reliable information on the incidence of certain manifestation patterns,
health status, etc. is of utmost importance for health care and health policy.

The European Consortium of Lipodystrophies (ECLip) has launched a registry (OSSE) for lipodystrophies which is
committed to help to improve the research conditions by consolidating this kind of information in one place.

To this end, data on patients with lipodystrophy will be collected on an international level. In addition, the ECLip
registry can be linked to other (e.g. local) registries for lipodystrophies or mortality registries in an IT infrastructure
that particularly facilitates the determination of case numbers across registries, but also the recruitment of subjects
for clinical studies or the exchange of available data for evaluations to be used in specific research questions. To
make these data usable for research, the ECLip registry provides a search interface which makes it possible to

[1 evaluate whether a sufficient number of subjects with the characteristics required for a given research
project is available in the ECLip registry

[1 determine which institutions are currently treating or have treated suitable patients, and

[J make inquiries concerning the use of these patients’ medical data and biomaterial samples for research

purposes.

In doing so, the ECLip registry ensures that data sovereignty remains with the persons in charge of the registry and
that data can only be exchanged in a way that precludes the identification of individual patients by choosing appro-
priate pseudonyms.

1.2. Data Processing Overview

The ECLip registry collects and processes data of patients treated in the participating hospitals (also called “loca-
tions”). The data are recorded in the following way:

[J  manually via the web-based OSSE user interface
The following data are collected:

[ Identifying data (IDAT): this includes demographic data (e.g. name, date of birth, sex) that allow for the
definitive identification of the patient. They are not stored in the registry but in a separate patient list.

[1 Medical data (MDAT): this includes all data on the disease and its course that are recorded in the registry.

[1 Data on biomaterial samples: the ECLip registry also contains data on biomaterial samples (see 3.3, “Im-
porting Biomaterial Data”).

More detailed information on the data scope can be found in the appendix under 7.3, Data Sets- Registry Definition.



All data fields stored in the registry are registered and described in a metadata repository operated centrally for all
registries. The registry structure (master and longitudinal data forms) is defined dynamically by means of a registry
editor (see section 7.3, Data Sets- Registry Definition)

IDAT are stored by the ECLip registry ID management system run by Department for Paediatrics and Adolescent
Medicine of the University Hospital of Ulm. The Institute for Epidemiology and Medical Biometry (server on differ-
ent site) of the University of Ulm stores MDAT and data on biomaterial availability.

Data in the ECLip registry are exported for analysis with non-traceable export pseudonyms. Data evaluation can be
performed within the ECLip registry alone or by joining data from different registries in a so called “decentralized
search,” an infrastructure for inquiries that allows networked OSSE registries to be searched for specified cases. In
the decentralized search, an electronic inquiry consisting of an exposé of the question, the inquirer’s contact infor-
mation, and the search criteria, is automatically presented electronically to the registry board together with the
results. In case of a data evaluation within the ECLip registry only, this request is handed manually to the board
leader. The board then has the option to check the inquiry for content criteria and legal legitimacy and, provided
both are positive, to manually answer the inquiry and transmit the data sets if applicable. To facilitate comparability
and targeted inquiries for data content in different data sources, the data schema of an OSSE registry is linked to a
formal definition of all data fields registered as metadata in the central metadata repository (MDR).

Sections 2 and 3 provide a detailed description of the components and processes.

1.3. Legal Basis

The patient’s informed explicit consent (see section 6.1, “Information and Consent”) constitutes the legal basis of
data processing. It explicitly mentions the institutions and persons allowed to process and use specified data. It also
considers the sharing of data for research purposes which are quasi-“anonymized” via a non-traceable export pseu-
donym, since particularly in the area of rare diseases one cannot preclude the possibility of tracing the patient’s
identity from the medical data. An inquiry to networked OSSE registries via “decentralized search” is not relevant
concerning data protection provisions, as it only yields aggregated data (e.g. number of specified cases) and results
are not transmitted automatically. Data transfer requires consent.

1.4. Governing Body
The governing body is the ECLip Registry Board.

2. Data Processing Components
2.1. OSSE Registry

Components and Features

The OSSE registry software serves the recording and storage of master and longitudinal medical data of patients
affected by lipodystrophy. Data fields and forms are externally registered and described in a metadata repository
or form repository, respectively, and can be modified and supplemented even after the beginning of the project.



Data entry is done at the individual locations via the web-based user interface; additionally, data can also be col-
lected via data import interfaces. All data are stored in a versioned way, i.e. changed and deleted values remain
available in the database and can be shown if necessary.?

Identifying data are not recorded into the OSSE registry but directly into the identity management system. Com-
munication between the identity management and the OSSE registry happens via a web browser. The user sees the
ID management’s entry mask integrated into the OSSE registries’ user interface. The returned pseudonym,
“PSNosse” (see section 2.2), is stored with the MDAT, but not shown, so that is impossible to correlate IDAT and
PSNosse outside the ID management system even manually. However, since medical data are recorded locally close
to the time of treatment, IDAT and MDAT can be shown in the browser together. This is done by way of temporary
identifiers via which the browser retrieves e.g. a patient’s first and last name and which ensure that the correlation
between PSNosse and the patient’s IDAT does not become known outside the ID management.

Users, Roles, and Rights

Access rights are granted based on roles. Depending on his/her position, each user has one or several roles with
which he/she logs in. To define access rights, data are classified particularly concerning their attribution to the
informational unit in which they were collected. The following roles are available for ECLip registry according to the
declaration of consent, participating locations, and organizational requirements:

[l IT administrator
Can see and change all data and even combine IDAT and MDAT if necessary

o Can merge and delete patients
o Can create new users and appoint or change roles for them
o Can enable physicians from other institutions to view data set from an institution asking for a sec-

ond opinion from this physician
o Can upload new registrations and updates to the registry
[0 Board leader
o Receives all research inquiries including manual search enquiries by external researchers
[0 Clinical user
o Can enter new patients or new data
o Can view all patients data from his/her institution
[J Research user
o Canrequest pseudonymized data for a research project
[1 Patient user
o Canview his/her own data without being able to change it
Each user can also request to become a research user in addition to his/her other role.
Each access is recorded (see section 5.3 “IT Infrastructure Provisions”).

2.2. Identity Management

Pseudonymization is a necessary measure to keep a high level of data protection in order to protect the patient
from reverse identification. His/her identifying data (IDAT) are substituted by pseudonyms. When a pseudonym is
requested, the data set is checked for correspondence with existing data sets (record linkage). Depending on the

! This excludes deletions as per a patient’s request; see comments on the right of withdrawal in section 6.3



degree of IDAT correspondence and on the threshold values set, a new data set is created or an existing one re-
turned.

Pseudonyms

For pseudonymization, ECLip registry uses an instance of a pseudonymization tool (the Mainzelliste run by the De-
partment of Paediatrics and Adolesent Medicine, UIm University Hospital). It creates a unique identifier (PID) and
a second-level pseudonym) (PSNosse) for each patient.

Manual Linking

An interface allows a person to check and, if necessary, correct the results of automated matching, i.e. to merge
duplicates or separate falsely merged data sets. To do so, the matched weights (reference values to compare the
individual attributes of patients to be checked) are shown and it is possible to draw on medical data to make a
decision.

2.3. Biobank

The ECLip registry does not set up a biobank database. Existing samples (will) may be stored locally and organiza-
tional data attached to this will be entered manually into the registry (see section 3.3). For specific research pur-
poses, a temporary sample collection point can be set up. A specific additional patient approval for this purpose
might be applicable according to the regulations of each local ethic committee.

2.4. Metadata Repository

The Metadata Repository (MDR) stores the meaning (semantics) of all (reference) data elements used in the ECLip
registry. It offers a controlled vocabulary (syntax) and can provide machine-readable, structured information on
data elements, e.g. conceptual domains or value ranges. Furthermore, it defines the fields of the registry forms
specified in this concept (see section 7.3, “Data Sets”). Since the MDR does not process personal data, it will not be
treated in more detail here.

3. Data Processing Procedures
3.1. Manual Data Entry

Creating a Patient Record

1) The user enters the IDAT into the Mainzelliste entry form integrated into the OSSE registry.

2) The OSSE registry receives a pseudonym (see section 3.2 for further detail) that is stored together with the
data set. The user does not receive feedback on whether the patient record is already present in the
Mainzelliste or a new record was created.

Selection of Patients, Data Entry

The user receives a list of patients (with real names) depending on his/her access rights. After selecting a patient,
he/she can edit forms, and the browser window shows IDAT of the selected patient.

3.2. Pseudonymization

Pseudonymization is part of any kind of data collection into the OSSE registry — manual data entry and automated
data import.



Manual Patient Registration

For both the registration of a new and the retrieval of an existing patient data set, the user enters identifying data
into a pseudonymization tool (the Mainzelliste) entry form displayed in the OSSE GUI browser window. The identi-
fying data have to be entered completely, since drop down lists familiar e.g. from clinical workspace systems cannot
be displayed here upon entering name parts. A record algorithm checks whether the patient has already been
registered in the Mainzelliste. If not, a new patient record is created by storing the IDAT and producing a non-
speaking PID as well as the PSNosse as a second-level pseudonym. The user is then automatically redirected to a
website of the OSSE registry where MDAT for the newly created or selected patient record can be entered. In doing
so, the browser and the OSSE registry communicate by way of temporary identifiers. The PSNgsse does not become
visible for the user, i.e. it does not appear in the HTML code of the forms displayed or in the browser’s HTTP inquiries
either. This procedure ensures that PSNosse and IDAT cannot be correlated outside the Mainzelliste at any point.

During MDAT entry into the OSSE registry, which takes place locally and close to the time of treatment, the patient’s
identifying data are shown in the browser. These are correlated to the MDAT only in the browser, so that the OSSE
registry does not get access to IDAT at any point. For that purpose, the registry software retrieves a session-based
temporary ID for each PSNosse from the Mainzelliste, with which the browser then receives the corresponding IDAT
from the Mainzelliste.

The pseudonyms stored in the OSSE registry are never displayed or released, so that they cannot be assigned to a
patient either at data entry in the treatment context or by merging exported data. Re-identification (de-pseudony-
mization) can only be performed in a controlled manner by means of the Mainzelliste.

3.3. Importing Biomaterial Data

When biomaterial samples exists, they will be stored locally together with the respective data (IDAT, LabID, further
characteristics of the sample). When a patient’s data is entered into the ECLip registry, information on the existence
and number of samples as well as sample characteristics (whole blood, serum, etc) is also entered. This will enable
researches the identification of those patients in the registry that are suitable for a particular research project.

When a centralized evaluation of a certain set of samples is planned, a temporary sample collection point can be
formed for this purpose. A specific additional patient approval for this purpose might be applicable according to
the regulations of each local ethic committee. To create such collection point the following steps apply:

1) The local treatment center requests an encrypted OSSE pseudonym (PSNOSSE)tr from the IT administrator
2) The sample is sent to the sample collection point together with

a. the address label containing the (PSNOSSE)tr, and the locally created LabID

b. all necessary sample data (date of sample taking, sample processing, etc).
3) The sample is registered in the sample collection module: the sample collection module stores

a. LabID

b. all necessary sample data (date of sample taking, sample processing, etc).

4) At the sample collection point, the LabID will be changed into a LabIDtr through a cryptographic process,
in order to avoid direct correlation of the patient and sample. The correlation of (PSNOSSE)tr and LabIDtr
is stored temporarily.

5) The sample collection point enters into the OSSE registry a data set consisting of

a. (PSNOSSE)tr,
b. LabIDtr
c. further information on the sample (see above)



6) After successful transfer, the link between (PSNOSSE)tr and LabIDtr is deleted in the sample collection
point.

3.4. Data Export

Data can be exported for analysis. For this purpose, the OSSE registry’s internal pseudonym is substituted by an
export pseudonym during export.

If data from different registries are brought together in the context of decentralized search, uniform non-traceable
export pseudonyms are queried with the local ID management upon export. These facilitate consistent updates of
the combined data sets, but identical patients from different registries are not recognized. The export takes place
in the following steps:

1) OSSE sends the internal pseudonym PSNosse to the ID management along with a project identifier.
2) The ID management returns a project-specific export pseudonym (PSNprojekt).
3) The data set is exported with the PSNprojext.

Particularly in diseases with low case numbers, if the course of disease or additional data are known, medical data
can be related to specific patients even without knowing the identifying data. Even the use of non-traceable export
pseudonyms cannot always guarantee factual anonymity.

For this reason, the export of pseudonymized data and the purpose of their use are considered in the patient in-
formed consent.

3.5. Data Search

When researchers (external or internal) want to perform a research project with data of the ECLip registry, formal
requests based on the so called “data evaluation form” including the respective data elements will be handed in to
the board leader. After official decision on this request (according to the Data usage SOP) and contract signing, the
IT administrator will search the databases of the ECLip registry in order to find data and samples potentially relevant
to a research project. The IT administrator will use the export function to filter data elements by preset values or
free-text search. Several search attributes can be combined at will via logical operators. The person from the regis-
try board, assigned to be the contact person for this specific research project will than view the data sets found and
subsequently contact the inquiring researcher to arrange a potential data transfer. This process and the data pro-
tection issues associated with it, e.g. the necessity to obtain further consent, have to be clarified for each individual
case by the participating parties. Data transfer happens in a controlled way outside the OSSE registry.

If more than one OSSE register is to be searched, the search can be combined in a so-called decentralized search.
Through decentralized search, external researchers can search the databases of OSSE registries or bridgeheads in
order to find registries containing data and samples potentially relevant to a research project. The search broker
provides a web-based search form to record the inquiries that filter data elements by preset values or free-text
search. Several search attributes can be combined at will via logical operators. The search form also transmits an
abstract of the intended research project and the inquiring researcher’s contact information.

In a first step, the inquiry is saved and the external researchers receives a corresponding notification. The partici-
pating registries’ share clients fetch new inquiries from the search broker at regular intervals and determine which
data sets in the OSSE registry match the search criteria. For each registry, an authorized person can view the in-
quiry’s content and the data sets found and subsequently contact the inquiring researcher to arrange a potential



data or sample transfer. This process and the data protection issues associated with it, e.g. the necessity to obtain
further consent, have to be clarified for each individual case by the participating parties. Data transfer happens in
a controlled way outside the OSSE registry.

3.6. Uploading Information to the Registry of Registries

Information on the OSSE Registry Lipodystrophy (new registrations and updates) can be uploaded to the registry of
registries through a menu feature executed by an authorized user. The scope of information to be uploaded can be
set in the registry configuration. This does not apply to registry content data (see section 1.1 “”).

4. Organizational Framework

The ECLip registry is operated by Ulm University. Data recording locations for the registry are listed separately (“List
of ECLip Registry Members”). This list will grow as new members will join the registry.

Operation of the ECLip registry central components is managed by selected institutions appointed upon agreement
with the registry’s registry board. For the purpose of the informational separation of powers, the organizational
framework ensures independent operation of ID management and OSSE registry (see section 5.1, “Informational
Separation of Powers”). The different parties are described in the “Organization of the ECLip Registry” and in the
“SOP of the LOG”.

5. Data Protection Provisions

5.1. Informational Separation of Powers

IDAT management is operated separately (logically, physically, and organizationally) from all components storing
MDAT or data on biomaterial samples. The institution in charge of ID management (the Department of Paediatrics
and Adolescent Medicine, University Hospital Ulm) operates its own legal responsibility and is not subject to the
directives of the registry management. This ensures that individuals with access to clinical or biomaterial data in
the ECLip registry outside the treatment context are not able to correlate the data to real patients.

5.2. Authorization and Authentication
User Authorization

User authorization (assigning defined roles to users) in the OSSE registry is done by the IT administrator working at
Ulm University

Authorization of Components

Mutual access between IT components is defined in the respective configuration. To do so, the accessing system’s
IP address and a password are recorded.

User Authentication

User Authentication for the ECLip registry is done via a username and password.

Authentication of Components

Mutual access between IT components via the internet takes place only upon successful authentication. Authenti-
cation happens on the server side via server certificates and on the client side (depending on technical options) via
IP address and username/password or via client certificates.



5.3. IT Infrastructure Provisions

Security of Stored Data

All data collected in the central components of the ECLip registry are stored on encrypted hard drive partitions. The
corresponding key is located on a separate medium each per server (e.g. paper, USB stick). This medium is only
required during mounting or booting and stored securely otherwise. Only the respective server’s administrator has
access to “his/her” key medium. All servers are located in data centers only accessible for authorized individuals.

Security of Communication

Confidentiality of communication between components is ensured by the following measures:

[1 Communication between components generally occurs via encrypted connections (HTTPS). The keys and
certificates used for this purpose must be generated in a way that corresponds to the current recognized
requirements (e.g. key length). Current requirements can be found in the manuals for basic IT security of
the German Federal Office for Information Security (https://www.bsi.bund.de/DE/Themen/ITGrund-
schutz/ITGrundschutzKataloge/itgrundschutzkataloge node.html).

[J Firewalls ensure that the servers running the central components can only be reached via those protocols
and ports that are required for the communication with users or other components (usually HTTPS connec-
tions). Administrative access is restricted to the managing institution’s intranet and the OSSE team.

Logging
Access by researchers to components as well as access between components is logged. The record contains at least:

[1 The accessing person’s or component’s identity
[J Access date and time

[1  Access content (transmitted data, in aggregated form if necessary) or information from which the content
can be reconstructed (e.g. reference to a database entry or similar)

The record is stored together with the respective server’s payload for a period of one to six months. The recorded
data must only be viewed for technical administration (particularly for troubleshooting) and in order to track abuse.

6. Observing the Rights of Affected Individuals

6.1. Information and Consent

The patient informed consent (see appendix for full text) provides the legal basis for data processing. With it, the
patient particularly agrees that

[1  His/her identifying data are transferred to ID management and stored there,

[1 Medical data and data on biomaterial samples are recorded in the OSSE registry according to the registry
definition,

[1 Researchers of the ECLip registry can analyze these data locally and search them via decentralized search,

[1 The patient’s medical data and data on biomaterial samples can be exported from the OSSE registry via a
non-traceable export pseudonym and transferred to external researchers for those research purposes as
specified in the informed consent.


https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKataloge/itgrundschutzkataloge_node.html
https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKataloge/itgrundschutzkataloge_node.html

The patient is informed of his right to information and revocation upon obtaining consent.

6.2. Information on Stored Data

Patients recorded in the ECLip registry have the right to receive information on the data stored in the registry. The
information request has to be placed in writing and addressed to the treating hospital. The hospital requests a data
export via the interface and receives an export pseudonym for the patient. The registry administrator carries out
the export and produces a human-readable printout of the data, which he seals, marks with the export pseudonym
and sends to the hospital in charge, where it can be handed over to the patient. If the data contain genetic results,
it is mandatory that they be handed over in the context of a consultation by a treating doctor. On request, a patient
can also be granted direct access to his/her medical data.

6.3. Revocation, Deletion, Anonymization

Patients have the right to revoke their agreement on the processing of their data in the ECLip registry. The revoca-
tion has to be placed in writing and addressed to the treating hospital, which passes it on to the registry board.
Together with the revocation, the patient concerned can request the complete deletion of his/her data. If the latter
request is missing, and if the data base allows for a factual anonymization, the data are anonymized. If “reasona-
ble”? anonymization is not possible due to low case numbers and specific characteristics, the data are deleted. This
procedure excludes data that already form the basis of a published or already ongoing study.? These data are then
protected in a special way (e.g. archived separately) and access to them is denied.

After reviewing the revocation, the registry board decides on the request to deletion. In case of deletion, all data
sets associated with the patient are deleted from the Mainzelliste and the OSSE registry. In case of anonymization,
the data sets are deleted from the central patient list and the patient’s PSNosse is substituted with a random pseu-
donym. If data have been archived, this procedure is repeated for the archived data sets as well. The algorithm
creating the pseudonyms ensures that the pseudonyms of a deleted/anonymized patient record are not used for
new patient records.

The deletion or anonymization has to be carried out by the registry managers in charge promptly, no later than 14
workdays after the request was placed.* The patient is informed of the completed deletion or anonymization in
writing.

6.4. Storage Period

The collected data will be stored in the OSSE registry as long as they can sensibly be used within the limits of the
patient informed consent. In case the data can no longer be used as intended, the registry board reviews whether
there are legal grounds for a different use of the data, in anonymized form if applicable. If this review turns out
negative, the data must be deleted.

According to French law, pseudonymized patient data may only be stored in a registry for up to 20 years after the
last visit. Therefore, if a French patient does not return to the respective treatment centre for more than 20 years,
data of this patient will be anonymized by the treating physician.

2 Anonymization has to result in a minimum number of cases with the same characteristics so that patients cannot be identified
based on their medical data. This is achieved e.g. through coarsening the characteristics into categories (e.g. age cohorts). Such
coarsening only makes sense, though, if the original goal of the data processing can still be reached.

3§20 German Federal Data Protection Act

* The usually impracticable deletion or anonymization in data backups can be foregone if the backups can only be viewed by
the system administrator in charge and old backups are deleted regularly.



7. Appendix
7.1. OSSE Registry Patient Informed Consent

An adult patient consent form in English language as a master form is provided. In addition, each center will develop
adapted consent forms according to the demands of each local ethic committee.

7.2. ECLip Registry Members
The number of ECLip Registry Members is growing constantly and therefore is recorded elsewhere (“List of ECLip
Registry Members”).

7.3. Data Elements within the ECLip Registry

The list of data recorded within the registry might change according to the needs of the registry members. This list
will be documented separately (see “ECLip registry data set).



7.4 Access Permission

Responsible person

(name as of June 22-may change)

helpdesk.epibio@uni-
ulm.de
hardware administra-
tor Epi-Ulm
(M Bohnet)

Dut Access to ECLip Registry
y (OSSE software)

Provide server+ ensure accessibility for data storage, Epi

help in trouble shooting if problem caused by Ulm servers

Protection of data stored in UIm, excluding OSSE data access.

no OSSE access but access to UIm-Epi
hardware

Integration into internal processes (container backup, firewall)

Provide certified security certificate

Hardware administra-
tor ZSE Ulm
(Loose /N Kaupp)

Provide server for data storage, ZSE

Ensure accessibility of servers, ZSE

help in trouble shooting if problem is caused by Ulm servers

no OSSE access but access to ZSE hard-

Protection of data stored in Ulm, excluding OSSE data access.

ware

Integration into internal processes (container backup, firewall)

Provide certified security certificate

Software admin.
ZSE Ulm
(N Kaupp, A Borg)

create and delete user and assign roles

Full administrative access to OSSE.

Forward user name+password to members

No regular access to IDAT but technical

Mainzelliste (pseudonymization tool) administrator

possibility to assign themselves a user
role with access to IDAT in all cen-

create new passwords if they were lost

tres (captured by audit trail)

External software
support (Verika)
(A Borg, J Gobel)

provision and updates for runtime environment

Support for troubleshooting (OSSE + Mainzelliste)

programming of changes

Update of SSL certificates as long as this is needed

Full administrative access to OSSE and

Updates to registry MDAT, OSSE software + Mainzelliste

to operating system of OSSE server
No regular access to IDAT but technical

technical permission check after new users were created

possibility to assign themselves a user

delete, combine, migrate patient data

role with access to IDAT in all cen-
tres (captured by audit trail)

export patient data

Update of Data dictionary

Provision of audit trails where necessary

automated AE reporting, reconcilliation list

Head of LOG
Sscientific documenta-
tion officer
(J v Schnurbein, P Kle-
ger)

management of old and new members

management of old and new documents

normal access to OSSE as user, thus

flow of finances

only access to data of own centre,
Administrator for Share file

direct contact with centres about plausibility check

Data Management Of-
ficer
LOG data processing
leader
(G Feike, G Nagel)

plausibility check

feedback about to plausibility check by email to centre

read-only, pseudonymized access to

filter data elements/patients for evaluation

all medical data (MDAT) of all centres

data transfer to IQVIA

data cleaner with tem-
porary permission for
this procedure
by ECLip Regis-
try Board;
(P Kleger)

correction of old or wrong data elements

temporary, pseudonymized access to
all MDAT of all centres with possibil-
ity to correct data

site user

creation of new patients, data entry, data check

Access to identifying data (IDAT)

and MDAT of own patients




